g Poctenekom
Conap

CepBUCHI U peLLeHns
Solar MSS

ObecneynBaem KMbepbesonacHOCTb NO NOAMUCKE.
[ToOCTO, BbIrOOHO, HAOEXHO.
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DKOCncTtema cepBucoB
Knéepobes3onacHOCTN NO NoANUCKe

MoHuTOpUHr Tpaduka u 3awmTa
oT DDoS-atak (Anti-DDoS)

3awmTa OT NPOABUHYTbIX Yrpo3
(Sandbox)

[lpepnoTBpalleHne ceTeBblX
yrpos (UTM)

3awmTa BE6-npuUnoxeHumn
(WAF)

LLindppoBaHne kaHanoB CBA3U
(FTOCT VPN)

O°

10
11

12

13

KoHTponb yassumocTten (VM)

YnpaBneHne HaBblKaMu
KnéepobesonacHocTu (SA)

3awmTa oT dULInHra
N WndpoBabLUNKOB

3awmTta oHNnanHa

[MpenmyuwecTsa cepBmcHOM
Moaenu



DKOCUCTEMaA CEPBUCOB
Knoepobe3onacHOCTH
Nno noanucke

Solar MSS — kpynHenwasa B Poccum akocmncrema
CEPBUCOB KNbepbes3onacHOCTH

CepBUCbl 3alUMLLAI0T OT BCErO CnekTpa Yrpo3 1 peLlaoT KOMMNEKCHbIE 3adayn, Mo3BONds
KOMMaHUSaM CPOKYCHPOBaTbLCH HA OCHOBHOW OEATENBbHOCTU. IKCnepTbl «PocTtenekom-Conap»
OCYLLECTBMSIOT pabOThl C YY4ETOM Cneundukn pervoHa, npodungd, Maclutada n noTpebHOCTEN
Kaxaoom KoMnaHum B pexmnme 24x7/. PazgHoobpasne TEXHONOrMM B COCTaBe 9KOCUCTEMb

M MapTHEPCTBO C BeOyLLMMK NocTaBLlmMkamm VIb mo3BongioT NpenoCcTaBnaTh KneHTam
LUMPOKI BbIOOP BapnaHTOB CEPBUCOB.

Cepsucobl Solar MSS o6begnHeHbl B 3KOCUCTEMY
Ha TPEX YPOBHSX.

TexHOonormyeckum

O6MeH MHbOoPpMaUMeEN Mexaoy cepBrcamu
M CO3OaHne ObLMX MOMNTUK BEe30MacHOCTH

[Monb3oBaTenbCknn

EonHag Touka B3auMOOeENCTBUS
C KITMEHTOM U BN3Yyalin3dauinin pa6OTbI

AHanuTn4YeckKmnmn

OueHka 3pPEeKTUBHOCTU PELLIEHNS
KOMMMIEKCHbIX 3aaau

B pamkax gaHHOro nogxoga Mbl NOMHOCTbLIO OTBEYAEM
3a 6e30nacHOCTb KOMMNaHUW, NO3BONASA KJIMEHTaM
cdokycnpoBaTbCsd Ha OCHOBHOWN OEATENBbHOCTMW.

Ob6ecneynBaemMm Knbepobe3onacHOCTb MO nognnucke

OrT 2 OHeW 70%

Ha NOOK/YEHME CEPBUCA CEPBUCOB U PELLEHNN
noaktoYarTCca 6es
BMellaTenbCcTBa

B IHPPACTRYKTYPY

BbirogHo [Mbkne Tapuodsl Ha 40%

CEPBNCOB OCHOBAaHbI B CpeaHeEM HXE BTOXEHNS
Ha KIIMEHTCKOM OMnbITe B CpaBHEHUWM C HTErpaLmen
on-premise-npoayKToB

HapeXHo Bbicokuin ypoBeHb OTBEeTCTBEHHOCTb

NOArOTOBKM 3KCNEPTOB B pamkax OOroBOPHbIX
No KnoepbesonacHOCTU 0b693aTeNbCTB, COOTBETCTBME
cTpornm SLA




MoOHUTOPUHr Tpaduka

n 3awmTta ot DDoS-aTtak
(Anti-DDoS)

Y3HanTe noppobHee o cepBuce

OHnanH-pecypcbl CTabUbHO 3allULLEHBI U OCTalOTCH

OOCTYMNHbIMU KPYITOCYTOYHO

Cepsuc MoHunTOpUHra Tpaduka u 3awmntbl oT DDoS-aTtak — 3TO KpyrnocytoyHasa 3allyta KaHanoB

CBSI31 U OHMAMH-PECYPCOB OT atak Aas opraHn3aumnm ntodbix PErMOHOB MO nognucke. CepBuc

HEeNTPannayeT gaxe camble CNOXHbIE 1 MAaCCUPOBaHHbIE aTaky 1 ObecnednBaeT KPYrnoCyTOUYHYIO

OOCTYMNHOCTb MHTEPHET-PECYPCOB Nonb3oBaTensam. ObpaboTka Tpaprka NPOU3IBOANTCS

Ha Tepputopun Poccuun. CepBuc AOCTYNEH B paMKax kaHana nepegadn ceasm «Poctenekomy.

Cratucrtuka no yrposam DDoS-atak

cTano 6onbwe DDoS-artak
Ha POCCUNCKME KOMMaHnn

Pewaemble 3apgauu

KpyrnocyTo4Hbin MOHUTOPWHT
N OTPpaxXeHne aTaky B aBTOMaTU4ECKOM
pexume

CepBuC aHanna3upyeT Tpaduk 24/7,

1 B Cydae Nogo3peHus Ha aTaky Tpaduk
HanNpPaBASAETCA B LEHTP OYMCTKM.

OTO NO3BONSAET U3bEXaTb HEAOCTYMHOCTH
PECYPCOB 1 OCTAHOBKW paboumx NPOLECCOB

OTpaxeHne MaccupoBaHHbIX aTak

CepBuc oUnbTpyeT atakn yposHs L3/L4
0O6beMOM 00 D TOUT/C, YTO MO3BONAET
OTpaxaTb MaCCUPOBaHHbIE aTaku,
MHOIFOKPAaTHO NPEBbILLAKLLINE CaMble
CUMbHbIE N3 3aPpNKCNPOBaHHbIX B POCCcm

Cxema $yHKLMOHMPOBAHMS cepBUca

O7Mnacb camag gosnras
N3 3aPpnKCNPOBAHHbIX arak

LleHTp aHanusa

aTaKkyeMbIX — 3TO OpraHbl
rocygapCTBEHHOW BNacTy

[JOCTYynHOCTb OHNaNH-pPeCcypcos
BO BpeMsi 06paboTku Tpaduka

DunbTpauna ataku He BUSeT

Ha OOCTYMHOCTb MHPPACTPYKTYPbI,
NPWIOXEHNIN 1 CEPBMCOB A4
nonb3oBaTenen. ApxmTekTypa cepsmca
BbIMNOSIHEHA C YY4ETOM MexaHmnama

€ro OTKazoyCTONYVBOW peann3aunm

3awunta ot DDoS-atak gnsa Bcex opucos
N NOOBEAOMCTBEHHbIX OpraHM3auum

CobcTBEHHAdA 3alMLLEHHAS
MarncTparnbHas CeTb, OXBaTbIBalOLLAY
BCIO CTpaHy, obecrneymBaeT NpoCTyIO
MacCLUTabVPyeMOCTb NPY NOOKTHOUYEHWN
HOBbIX OPUCOB

*

»> <
v AN
NV,

———

I | CepBuc 3awmThbl
OHnanH-pecypchbl
@’ ot DDoS-arak pecyp

KNneHTa

@ MapLIpyTHU3aToOpPS

(]} aHanusaTop yrpos

KnioyeBble npenmyLlecTea

MuHUMU3aUKMA NOXHbIX cpadaTbiBaHUN

[TpaBuna 6NOKNPOBaHUS 1 MOHUTOPWHTa
aTak MOCTOSHHO aKTyanu3npytoTcs,

NPEOBOOATCA CrneunalribHble NCCrieaoBaHNA,

pa3pabaTbiBalOTCA CUrHaTypPbl ON4
BbISBMEHNSA aTaK B Pa3nnyHbIX OTPaCNX

Tpaduk pocrasnsietcs 6e3 3agepxek

[locTaBka Tpaduka B otcyTCcTBrE DDOS-aTtaku

[0 3alLMLEaEMOrO pecypca NPOUCXOAUT
6e3 N3MEHEHWS MapLLpYyTU3aLIMm

t Poctenekom
Conap

Tpaduk ¢ DDoS-atakamu

NEruTUMHbIN TPpadurK

CKopOCTb OUnNCTKU Tpaduka

Beb-Tpaduk Ha OUnNCTKY
nepeHanpaBngaeTcs 3a MakCManbHO
KopoTkoe BpeMs — oT 30 cekyHa
00 1T MUHYTbI

JKcnepTHasa nogaepxka

[IpoduUnmMpoBaHme aTtak, KOHCYNbTaUm
MO MPUHATUIO KOHTPMEP, a TakxXe
TEXHNYECKYIO NOOAEPXKY OCYLLIECTBNSOT
cneuvanncTbl «Poctenekom-Conap»


https://rt-solar.ru/services/anti-ddos/?utm_source=online_booklet&utm_medium=online&utm_campaign=solar_mss_2022

3awuTta OT NPOABUHY TbIX
yrpo3 (Sandbox)

Y3HanTe noppobHee o cepBuce

O6HapyXeHune paHee HEN3BECTHbIX Yrpo3, ooxoasinx
©a30Bble cpeacTBa 3alnTbl, C 9KCNEPTHbLIM
COMNPOBOXAEHNEM MPOEKTOB

Cepsuc Sandbox — 370 3aLumTa KOPNopaTBHOM CETU N COTPRYOHWKOB OT paHee HEWUSBECTHbIX
KNOepyrpos U CNOXHbIX LIeNeBbIx atak. AHanmM3npys NoYToOBbIN 1 BEG-TpadUKn, CEPBUC
obHapyxmnBaeT BpenoHocHoe 10 B peanbHOM BpeMeHW. [ng ncnonb30BaHnga NpoaBrHY TOW
3alMThl 3OECH M CeENYac He TpebyeTcs 3aKkynkmn OOPOrocTosLero 06opyaoBaHUs 1 COOEPXaHns

lWTaTa NPOPUNbHbIX CNELManMCTOB.

Cratucrtuka no NnPOABMHYTbIM YIrpo3aM

BbIPDOCO KONMUYECTBO COObITUN MHPOPMALIMOHHOWN HOBbIX BPEOOHOCHbIX
arak, HarnpaBeHHbIX 6e30nacHOCTU ObINO BbIFBIEHO NporpamMm NoaBNAETCS
Ha Nony4YeHmne KOHTPONS C NMOMOLLbIO CIMOXHbIX Kaxabl OEHb
HaO HPPACTPYKTYPOW MHTENNEKTYarbHbIX CPEACTB

3alUMTbl U aHannaa coobbITUN

OU3HEC-CUCTEM

——  Pewaemble 3agauu

KpyrnocyTto4yHas 3awmra CETU U NOYTbI [NoBblWeHNe YPOBHS 3aLMLLEHHOCTM
3alumTa CETEBOrO NEPUMETPA ObecneyeHre HeobxoayMOro ypoBHS

N BNEKTPOHHOM MOYTbl OT MaCCOBBbIX aTak, 3aLLUNLIEHHOCTW OT HEN3BECTHbIX
BVPYCOB, GULLMHIOBbIX PACChINOK, CKPbITbIX N CKPbITbIX KNOEPYTPO3 B CETU

N HEN3BECTHbIX Y03 015 KOMMaHnY 1 Gpunmanos
Ontumnsaums GogxeTa CokpalueHue TpyaosaTpar

YOoOOHbIe NPOrHO3npyeMble nnartexm CHUXEHWE Harpysku 1 BbICBOOOXOEHNE
PaBHbIMM YaCTsaMK, OTCYTCTBME KanmTanbHbIX BpemMmeHn b-cneupannctos

gaTpaT 019 Hadana MCrnonb3oBaHWa cepBuca ONg9 peLlleHnsa cTpaTtermyecknx 3anad

3a CHET aBTOMaTun3aunin rnpoueccCa
3alinNTbl CETU U MOYTbI

— Cxema ¢oyHKUMOHNPOBaHUSA cepBUCa

CepBuc 3awmTbl
OT NPOABUHYThIX YrpPO3

Mponyctuts

@)
Mony4yeHue ¢panna, — O )
O0— npouwepwero ¢ ‘ 2:”::::::?; —o—[J:— (j/é— jJ lo (I_I-[:
6a3oBble C3U \ | (0 =)
OTkpbITHE panna MNosepeHyeckun BbiHeceHnue b
B M3ONNPOBaHHON aHanua panna BEpOMKTa BnokuposaTtb
cpene NnecCoYHuLbl
WUHTepHeT UHppacTpykTypa
t (I?ocrenexom KMeHTa
MrHoBeHHOe co3paHue 6e3onacHom
konuu ¢panna u gocTtaska NoNb3OBaTENIO
— Knio4yeBble npeunmyuiecTsa
3awuTa OT TEXHMK 06Xxoaa necoYHuL, Co3spaHne 6e3onacHoOm Konuu

nposepsemoro danna 6e3 notepwu
[lpoBepKa Ha BPedOHOCHOCTb

BpeMeH!U
ocyllecTsnaetcs Ha yposHe CPU,
T. €. 1O TOr0 MOMEHTa, KaK BPeOOHOCHOE besonacHasa konug dawnia co3naeTcs
[1O nonbITaeTcsd NPOHUKHYTb 1 CKPbITbCS MIHOBEHHO, MO3TOMY COTPYOHMKAM
B MIHOPACTPYKType He HYXXHO XOaTb 3aBepLUEHVS MPOBEPKN,

M NpoLecc paboTbl HE NPepPbIBAETCS

MNoppo6HbIM aHanNn3 BpeaoHOCHOro Koaa MuHMManbHblEe 3aTpaThbl Ha CTapTe

N 6NOKMpPOBKa ONacHbIX OObEKTOB
[1py nogktoYeHn cepBmnca He TpebyeTcs

SONEeKTPOHHbIE MMCbMa NpoxoadaT 3aKyrnka annapaTHOro peLleHus, NULEH3NN
crneunanbHyto NPoOBEPKY, KOTopas M NOAMWCKN Ha OOHOBNEHNS, KOTOPbIE
NO3BONAET OOHAPYXUTb BPEOOHOCHbIE HeoOXxoaMMbl MPW TPaAULMOHHOM
OODBbEKTbI U BNOKMPOBATb ONaCHbIE MHTErpauum NeCoYHLbI

N NOOO3PUTENIbHbIE CCbIJTIKW
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[lpepoTBpalleHne
ceTteBbix yrpos3 (UTM)

Y3HanTe noppobHee o cepBuce

MeXxceTeBoe akpaHUpoBaHUe, CUCTEMa OOHapPYXEHUS
BTOPXXEHNIN, KOHTPONb BE6-Tpaduka nog ynpasneHUEM
akcnepTtoB «Poctenekom-Conap»

CepBuc 3awuThbl OT CETEBLIX YIPO3 NMO3BOMAET YCTAHOBUTbL Bapbep MeXay KOPnopaTuBHOW CETHIO

N BHELLHUMW CETAMMK, ObecneYmBaeT 3alUyLLEHHbIV BbIXOL, B NHTEPHET N NPpMEHERHNE E€0NHDbIX

npaBun 6e3onacHoCcTN. CepBUC NPeaoTBPaLlaeT CETEBbIE YrPO3bl U MO3BOMAET KOHTPOMNPOBATL

OOCTYMN COTPYOHWKOB K BeO-pecypcam. AHann3 ceTeBon MHGPaCTPRYKTYPbI, POPMUPOBaHNE

NpPaBu 3aLLUMTbI 1 VX aganTaums OCYLLECTBAAOTCS akcnepTtamu «Poctenekom-Conap».

Pewaemble 3apauu

Kpyrnocyto4yHas 3awuTa

KopnopaTUBHOMN CeTU

BHyTpeHHﬂﬂ CETb KOMMNaHM 3alunLLUeHa

OT CETEBbIX CKAHEPOB, BUPYCOB, TPOSHOB

n BpegoHocHoro O. lNpenoTepallaeTcs

yrp

03a MCMOfb30BaHMA KOPMNOPaTNBHOW

CeTn MarHepaMy, TOPPEHT- U BOT-CETAMU

[MpenoTBpalleHne BTOPXEHUN

CepBUC pacnosHaeT BPEOOHOCHYIO

aKT

NMBHOCTb BHYTPW CETN NN CO CTOPOHDbI

MHTEPHETA, OTCNEXMBAET 1 BNOKNPYET

afta

KN B PEXMME PeanbHOro BpeMeHM

MeXxceTeBoe aKkpaHMpPOBaHME U KOHTPOJIb
NPUNOXEHUN

bnoknposka atak 1 GunsTpaums
CoeMHEHNsT OCYLLECTBAETCS

NO 3afaHHbIM NpaBuiam pasrpaHnYeHns
[0OCTYNa, aKTUBHOCTb KOTOPbIX MOXHO
OTCNEXUBATb, UBMEHATL WX, OTKMOYaTb
N 0OOaBNATb HOBbIE

AHTMBMpYCHasa ¢unbTpaumsa Tpadpuka

CepBUC obecrneymBaeT aHTUBUPYCHYIO
NpoBepky BeO-Tpaduka 6e3 yuiepbda ang
NPOU3BOANTENBHOCTW 1 ObICTPOOENCTBUS
ceTn. OCyLLEeCTBNAETCSH MOHUTOPWIHT

1 BNOKMPOBKa NOAO3PUTENBHbLIX GannoB

—— Cxema PyHKUMOHMPOBaAHNA CEepBMCA Ha OQHOW Nnowiagke

[}
Bupychbl, TPOSHbI |
[}
[}

3apaxeHHble
Be6-canThbl

3N0OYMbILWNEHHNKM

kenepTbl O
«Poctenekom-Conap» (_:]
O~< NerntumHbIn Tpacl)l/u( —-ao0 Paboune 3anpochl — X X ) ‘ | I‘E
\\ //
\ PN T T K | /
\ i ABTOMaTum4yeckmne : : Pas3BnekaTenbHbIn | /'
L | ceTeBble CKaHepbl | : KOHTEHT L s NHpacTpykTypa
UHTepHeT SNy oo kA N , L
P ! BpepnoHocHoe MO | ' Heuenesont | KnmeHTa
| ] ]
" \ Tpaduk | L )
| ] ]
| ] ]
| ] ]
| |

oo obopynoBaHue 3allMLLIEHHbIN KaHa CBA3K

«Poctenekom-Conap»

o———0  KaHaln CBA3U o----- x  Gnokmpyembiv Tpapuk

—  Cxema ¢yHKUMOHMPOBaHNS CepBUCa Ha HECKONbKUX nnowagkax

[logxoauT onsg KoMnaHum
C pa3HOU CTPYKTYpOM:

SkcnepThbl
«PocTtenekom-Conap»

- OpgHa nnowagka, oecaTkm nnu paxe CoTHU
* EcTtb yoaneHHble COTPYAHUKN UNN HET

- EcTb coTpyaHukuy, oTBevaiowme 3a 6€30nacHOCTb

Ha niaowapgkKkax, Win HeT

[l [l ] o~—4)
LleHTpanbHbIn dunuansbi YnaneHHble
oouc COTPYOHUKN

coe obopynoBaHune 3alLMLLEHHbIN KaHan CBA3K

«Poctenekom-Conap»

o0—o0 KaHasn CBA3U

— Knioyesble npenmyLiecTea

dkcnepTusa npoBanaepa KoHTponb nonb3oBatenen

N ceTeBoro Tpaduka
[lon6op onTrManbHOro peLleHns,
CBOEBPEMEHHOE OOHOBNEHWE KOHPUrypaLm ObecneynBaeT 6€30MacHOCTb
N anmnapaTtHOW 4YacTun, a Takxe TexHn4eckas NT-nH®pacTpykTypbl 1 cobntogeHne
nogaepXka OCYLLECTBAAOTCS cneumanmcTamm KOPMNOPAaTUBHbIX MOMNTUK, OCYLLECTBIAY
«Poctenekom-Conap» KOHTPOMb Y MOHUTOPUHI OENCTBUN

Nnonb3oBaTenen

Be6-punbrpaums n nposepka
SSL- n SSH-Ttpaduka

BesonacHbI yganeHHbIn fOCTyn

CepBuC OpraHnayeT 3allyLLEeHHbIN

yOaneHHbIn JOCTYN Nonb3oBartenemn MOXHO pa3peLllnTb N 3anpPeTnTb
K MHOOPMALNOHHBbIM CUCTEMAaM OnpeaeneHHbI KOHTEHT C NMOMOLLbIO
OpraHM3aLnm ¢ NPYMEHEHNEM HaACTPOWKM npaBun GUAbTPaLMN KOHTEHTA.
KpunTorpapuyecknx anropnutMoB CepBuc Takxe nposepsaet SSL-

n SSH-Tpadpuk Ha Hann4yme yrpos


https://rt-solar.ru/services/utm/?utm_source=online_booklet&utm_medium=online&utm_campaign=solar_mss_2022

3awmTa Be6-nNpunoXeHun
(WAF)

Y3Hante nopgpobHee o cepBuce

[MpoTBOAENCTBME aTakaM Ha BEG-NPUNOXEHUS 3a CHET
aKcnayaTauum MHOIrOCTyreH4YaTbiXx MOAY/IEN 3aLLUThI

CepBucC 3awmTbl BE6-NPUNOXEHUN NMO3BONIET OOECNEUNTL HAOEXHYIO 3aLUMTY KOPROPaTUBHbIX

BEO-CEPBNCOB, ONHOBPEMEHHO CHU3MB U3AEPXKN Ha NepcoHasn, 0bopyaoBaHne 1 yCcTpaHeHue

nocnencTemm atak. Vicnone3oBaHme cepBnCa NMNoMoraeT KIMnmeHTaM pa3BrBaTb CTparter o 3alllTbl

BEO-MPUNOXEHNN 1 OTBEYATb Ha NMOABMEHNE HOBbBIX YIPO3 U Knbeparak.

CTtaTtncrtuka no yrposam gns Be6-npunoXxeHun

BeO-aTaky — rfaBHbIV
MHCTPYMEHT B3/TOMOB
cpenn npodecCcrnoHanbHbIX
KnéeprpynnmpoBOkK

Pewaemble 3apgayu

BbicTpoe u ToYHOE BbIsIBNIEHME
OCHOBHbIX Yrpo3

Ib-cneumanuncTbl nony4yatoT MHPGOPMaLMIO
He 060 BCex COObITUAX KMOepbe3onacHOCTH,
a TONMbKO O OENCTBUTENBHO BaXHbIX

3awmTa OT NporpamMmM-poodoTOB

CepBuc onepatnBHO OOHapyXVBaeT
aBTOMAaTU3NPOBAaHHbIE aTaky, HaLeNeHHble

Ha Kpaxy YHUKaNbHOroO KOHTEHTa UMm
pa3MeLleHne HeCaHKLMOHMPOBAHHOIO
KOHTEHTa, 6€3 6/10KMPOBKM MOVCKOBbLIX OOTOB

Cxema pyHKLMOHUPOBAHUSA CepBUCa

NHTepHeT

X ATaku | BoTbl

/%?\ Vv JlerntumHbin Tpadumk
SN2

COBepLUaeTCy kKnbepaTaka

CepBuc 3awmnTbl
BE6-NPUNOXEHUN

BEO TIPUNOXEHUIW COAepXaT
KPpUTUYECKNE YA3BUMOCTH

PacwupeHHas 3awmta ot DDoS-atak
YPOBHS NPUNTOXEHUN

CepBnC aBTOMatU4eCKkU BbIMOMHAET
HenpepbIBHOE NpodUnnpoBaHme
NOBEOEHMS MOMNb30OBaTENEN, YTO NO3BOMAET
OTCnexyBaTb aHoManumy, BKoYasa nomnbITKy
coBepwnTb DDoS-atakn ypoBHA L/

MackunpoBaHne KoHPMOeHUManbHbIX
OAHHbIX

[Ton UCMONb30BaHUKY CEPBUCA MOXHO
CO3[aBaTtb npaswia onpeneneHnd
YYBCTBUTENbHbIX OaHHbIX, KOTOPbIE
NPVIMEHSAIOTCA N9 MACKNPOBKN
CEKPETHOW MHPOPMALMK OT TPETbUX ML

kenepTbl
«Poctenekom-Conap» Be6-npunoxeHus

KNneHTa

//‘
|
: =
V' TerntumHbin Tpadumk O =

NHTepHeT NHopacTpykTypa «Poctenekom-Conap» Knnent

KnioyeBble npenmyLlecTea

OnepaTumBHas aKkTyanusaums nonanTuk
B n curHaTtyp ysassmmocTten

[1na TOro 4to6blI NPOTUBOAENCTBOBATL

N3BECTHbIM YA3BNMOCTAM, OCYLLUECTBIACTCH

CBOEBPEMEHHOE OOHOBNEHWNE MOMUTUK

6e30nacHOCTU 1 6a3 curHatyp ya3BrMOCTEN

MUHMMM3aunsa PUCKOB yTEUKU
NHPopmMaumnn

CepBuC MCMOonb3yeT BCECTOPOHHIO CXEMY

3alWTbl 4189 obecneyeHns MakCumMarnbHOm
6e30MnacHOCTW, MO3BOMAET OTpaxaTb
atakun n3 cnncka OWASP Top 10

N aBTOMAaTU3NPOBAHHbIE aTaku

KoHTponb gocTtyna K pecypcam

[Tlo3BONAET KOHTPONMPOBATL OOCTYM
K 3alLMLaeMbiM pecypcam Ansa rpynmn

NN OTOENbHbBIX NONb30OBaTENEN
C NMOMOLLBbIO GOPMUPOBaAHNS

onpegerieHHblX npaBuil

bbicTpoe noaknioyeHne 3awunTbl
6e3 3Ha4YuTEeNbHbIX 3aTpaT

OnepaTuBHOE NOAK/IOYEHME CepBUCa
6e3 OCTaHOBKV BEO-MPUNOXEHWI

N 6e3 nNpmuBneYeHns 0ONONHUTENbHbIX
crneunanmcToB No knbepbeszonacHOCTU


https://rt-solar.ru/services/waf/?utm_source=online_booklet&utm_medium=online&utm_campaign=solar_mss_2022

LLingppoBaHme kaHanoB
cBa3n (FOCT VPN)

YaHanTe nogpobHee o cepBuUce

[locTpoeHue n akcnnyartaumsa 3anLeHHbIX ceTen
C UCNMONb30OBaHMEM CEPTUPULMPOBAHHBIX CPEACTB
Kpuntorpadunyeckon sawmtbl nHpopmauum (CK3A)

CepBuc wndpoBaHMs KaHaNoB CBA3U 3allMLLaeT NHPGOPMaLWIO NPpu nepenadve no OTKPbITbIM
KaHanam cesaaun, obecrneymBas KOHOUOEHUMANbHOCTb W LENOCTHOCTb AaHHbIX. CepBuc
NO3BONYFET OpPraHM3oBaThb 3allMLLEHHOE B3anMOOENCTBME MEXOY reopacrnpeneneHHbIMm
obbekTaMy B MNIOOOM PErmoHe 1 BbIMOMHUTL TPEOOBAHWS POCCUNCKOTO 3akOHOOATENbCTBA.

B pamkax cepsuca FOCT VPN mncnoneaytorca CK3W, ceptupuumpobaHHbie PCH Poccun.

Poccunckoe 3akoHOgaTeNnbCTBO TPEOYET WndpoBaHUS
nepepaBaeMbiX aHHbIX B COOTBETCTBUM CO CTaHOapTaMu,
koTopble perynupyet ®Cb Poccuwn.

— Pewaemble 3apgaum

3awmnTa ceTen [Nopaepxka BCEX PEMMOHOB
B pexume 24/7
[laHHble HageXxHOo 3andpPOBaHbI
M OCTalOTCH KOHPUOEHUMaNbHbIMN OnepaTyBHO NOOKIYaEM
NPy nepenadve mexay eunmanamu N HacTparBaeM O0bopyaoBaHMeE

B NMOObIX pernoHax Poccum

CoxpaHeHune paboToCnoOCOBHOCTU CEeTU OnTmnzaumsa 6100XXeToB

3a pabOoTOCNOCOOHOCTbLIO CrneguT CepBUC 9KOHOMUT PEeCypChl
pacnpegeneHHas kKoMmaHoa 3KCnepTos, Ha 3aKymnKy 1 OOHOBNEHME
obcnyxusatoLtas 10 OO0 KpnnToLNo30B OOPOrocTodLLEero 0bopynoBaHms

—  Cxema PyHKLMOHMPOBaAHUA CEPBMCA Ha OOQHOW NnoLanke

WndposaHme Wndposanune
roCT rocCT
M $Op M

\4 \4
ALMUHUCTpPATOPSI
«Poctenekom-Conap»
CK3W koMmnaHum CK3W koMmnaHum
«PocTenekom» «PocTenekom»
——] ——]
T C——] C——] IT
o—— e VI--—---—=———————————- YIE------ o

YcTponcTtea Cepsepbl WndposaHme 3 § .3.- 5 WLnpposaHme Cepsepbl YcTponcTtea

KNeHTa KNUeHTa FOCT OTKpbITbIE FOCT KNneHTa KNneHTa

KaHanbl

————— 3alNLLEHHBIN TPpadUK 3aLUNLLEHHBIV TpaduUK ————  HewndppoBaHHbIN
KNUeHTa yrnpaBneHus Tpaduk

— KnioyeBble npenmyLlecTea

3HaHne cneundunku [M6kKOCTb
2KkCcnepTmaa 1 cneumanmaaumg BO3MOXHOCTb NoakMoyYeHnsa cepBrca
«Poctenekom-Conap» no HanpaesneHuto Kak OTOENbHO OT 3aK/to4eHUsd Jorosopa
LLNPPOBaHNA KaHanoB CBA3M Ha oka3aHwe YCnyr CBA3Uu, Tak 1 BMECTE

C HUM
Yno6¢TBO Ceob6opa BbibOpa
3alTa nepenasaeMon MHGopMaLmm BO3MOXHOCTbL BbIOOpa BEHOOPA pPeELLEHNS,
He TOMbKO MeXay NNOoLLaaKow KNneHTa Ha KOTOPOM OyOeT OpraHM3oBaHO
n LIO[ onepatopa, HO 1 Mexay 3allMLLIEHHOE B3aUMOOENCTBME

NoWwaaKaMm KrineHTa
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KOHTPONb YA3BUMMOCTEN
(VM)

Y3HanTe noppobHee o cepBuce

[lonck n npuopuTmnsauns ya3sBUMOCTEN C SKCMEPTHbIMA
PEKOMEHAAUNSAMU MO UX YCTPaAHEHUIO

CepBuc KOHTPONSA YI3BUMOCTEN HaMNpPaBieH Ha NOUCK U yYeT MHGOPMALIMOHHbBIX aKTUBOB U OLIEHKY
NX YPOBHS 3aLUMLLEHHOCTU. Ha OCHOBE NONyYeHHbIX B pedynbrate CKaHUPOBaHWUS AaHHbIX SKCNEPThI
NPUOPUTU3NPYIOT NONyYeHHbIE AaHHbIE, pa3pabaTbiBalOT NNaH U pekoMeHaaLy nNo NCNPaBNeHMIO
OBHaPYXEHHbIX YFI3BUMOCTEN 1 NPOBEPSOT BbINOMHEHME AAaHHbIX PEKOMEHOALINN.

Cratncrtumka no yss3sBUMOCTSAM

N3BECTHbIX YS3BMMOCTEM cepBepoB B PP go cux nop YHVKaNbHbIX YA3BUMOCTEWN

HE 3alueHbl OT aTaK Turla NMMEKOT YPOBEHDb KPUTUNHYHOCT U

OOCTYMHbI paboyne

SKCMNNOWTbI WannaCry BbllLE CPEOHEro

Pewaemble 3apgayu

BhisiBneHue ysa3BMMOCTEN paHbLue OueHka 3alMLLEHHOCTU PELLEHNI

3/1I0YMbILWTEHHNKOB noapAaAa4nKoB

[TpropnTn3aumsa 1 CBOEBPEMEHHOE BbigBNEHME ya3BUMOCTEN B CETEBOM

YCTPaHEHVE YA3BUMOCTEN MO3BOMAOT nepumetpe, MO n OC, koTopble
NOoMeLaThb Xakepam MPOHVKHY Tb NOCTaBNSOT NMOAPAAYMKIN
B VIT-MHOpaCTPYKTYpy 1 HaBpeOauTb

Ou3Hecy

[Monck TeHEBbIX U 3a0bITbIX aKTUBOB MNpropuTnsauma KPUTUYHbIX

yS1I3BUMOCTEN
CepBuC NOMOTaeT HanTU BCE aKTUBbI
B VT-nHpacTpykType, YTOOb! 2kcneptbl «Poctenekom-Conap»
rapaHTNPOBAaTL €€ 3alnTy FOTOBSAT PEKOMEHOALMN MO YCTPAHEHUIO
HanOEeHHbIX YI3BMMOCTEN C YYETOM

aKTyanbHbIX Yrpo3 knbepbe3onacHOCTU

KnioyeBble npenMyLiecTea

Heckonbko CKOPUHIroBbIX Moagenen
OLIEHKU

OKCNepTHble peKOMEHaaLIMM CTPOATCS
Ha OCHOBE METOOMKM NPUOPUTMIaLINN,
NO3BONFIOLLEN ONPEenennTb, Kakmne
YA3BMMOCTW HYXXHO YCTPaHUTb B NEPBYIO
ovepenp

JKkcnepTHas obpaboTka pesynsLTaToB
CKaHMpPOBaHUS

Cneupanunctsl «Poctenekom-Conap»
NPUOPUTUSUPYIOT BCE OOHAPYXEHHbIE
YA3BUMOCTU 1 NOArOTOBAT NO3TarnHbIN

Msian rno X yCTpaHEHUIO

[NogpobHble pekoMeHpaunm
N KOHTPO/b BbIMNOSTHEHUS

CotpyaHvkam NT- n VIb-otoenos
OyOeT NOHATHO, Kak MMEHHO
YCTPaHATb HaOEHHbIE YA3BUMOCTN,
a PyKoBOOAUTENSAM — OTCNEXMBATb
PabOoTy NCMOMHUTENEN

3 BMOa OTYETOB AJ15 Pa3HOro
YPOBHS NOrpy>XeHUs

OT4eTbl O paboTe cepsuca
afganTUpOBaHbl NoM, 3aJayn
NCMOMHUTENEN N PYKOBOOMNTENEN
N NOMOratoT UM 3PPEKTVIBHO
KOHTPOMMPOBATbL YSA3B/MOCTU
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YnpaBneHne HaBblKaMW
KnoepbesonacHocTu (SA)

—

Y3HanTe nogpobHee o cepBuce

KomnnekcHoe oby4yeHune coTpyaHUKOB OCHOBaMm
KNo6eprpamMoTHOCTU C 3KCNEPTHOU NOoAAePXKOW

CepBuc ynpaBneHns HaBblkaMn KnbepbesonacHOCTU obecrneymBaeT KOMMNNEKCHbIV NOAXO

K MporpaMme MnoBbILEHNA OCBEOOMIEHHOCTI O KMOEpYrpo3ax 1 NnoMoraetr COopMmMpoBaTh

Yy COTPYOHMKOB HaBblk OOHaPYXeHNA GQULLMHTOBbIX aTtak ¥ NpaBWiibHOrO pearnpoBaHug Ha HX.
B xooe obyyeHUs KNMMEeHTbI NonyvatoT TEXHUYECKYIO MOOAEPXKY Y KOHCYMbTaLWK, a TakxXe
NOAPOOHbLIV 1 MOHATHLIVM OTYET O NPOrpPecce ObyYeHUd 1 TREHUPOBOK COTRYAHMKOB. [lpoLecc
OBYyYeHMd MOMHOCTbIO COMPOBOXOAETCHA 3KCMNEPTaMM U COCTOUT U3 OBYyYaloLLX KYPCOB, TECTOB
N NPaKTUYECKNX TREHNPOBOK.

CrtaTtucTtuka no yrposam s Be6-npunoxeHun

CNOXHbIX aTak, BpenoHocHoro 10 nonapaet COTPYAHMKOB NEPEXOOAT

peann3yeMbix B KOMMaHWO Yepes e-mail MO CCbIIKE UMW CKaYnBaloT

310y MbILUTEHHNKAMW, BPEOOHOCHOE BJIOXEHNE

HauVHAETCS C PULLIVHTa

—— Pewaemble 3agaun

O6yueHne ocHoBaM KNb6eprpamMoTHOCTU [MpenoTBpalleHne puLLnHra

[lepcoHan 3HaeT, Kak 6e3onacHoO cebs BECTH Y COTPYOHWKOB Pa3BUTbl YCTONUMBbIE

B LIMGPOBOM MPOCTPaHCTBE HaBbIKW pearnpoBaHna Ha GULLIMHIOBbIE

dTaku

[NoBbiLWEHNE OCBEAOMIEHHOCTH CHMXEHME BEPOATHOCTN yTeYekK

O UMPPOBbIX Yrpo3ax KOHMaeHumanbLHon nHeopmauumn

[lepcoHan 3HakoOM C akTyarnbHbIMU COTPYOHVKN HEe NMonagarTcs

BEKTOPaMIN |<|/|6epaTa|< N NHCTPYMEHTAMU Ha CI)I/ILIJI/IHFOBbIe artaku, 31TOYyMbILUNTEHHUNKWN

KI/I6epﬂpeCTyHHVIKOB HE NOony4aloT OOCTYIM K aHHbIM KOMMaHN

—— Cxema PyHKLMOHUPOBaAHNA cepBuca

CornacoBaHue cueHapumeB paccCbliok U pacrnncaHna

MNpencraButenb KNMeHTa
[NpenocTaBneHne oT4eTOB
> (MB- nnn UT-cneunanucT)
) \

[NoyTOBbLIN

Cepsuc-meHenxep
«PocTtenekom-Conap»

cepsep CoTpyaHvKu

( N\

-

N
Paccbinka y4yebHbix atak

MOD,yJ'Ib ynpasnedunda atakammn | | —— - - — - — - - - - - - - - - - - - T — — — T =

\ HasHauyeHve 1 KOHTPONb 0BYYEHNS 0 0
Mopynb obyyewns | | T T - — - = — — \— ———————————————————— > @

Mogaynb aHanuTUKn
- J N b,

CeXHOJ'IOFI/I‘—IeCKaﬂ nnatdopma Cepsmca/

HauunoHanbHas o6nayHas nnatdopma NMNAO «PocTtenekom» NHdpacTpykTypa kKnmueHTa

— Kno4yeBble npenmMyLliecTea

AxTyanbHble maTepuanbl

[1ns noaroToBKKY KYPCOB U TPEHUPOBOYHbIX
PACCbINOK NCMOMb3YIOTCA akTyallbHble
cueHapun GULLKHIOBbIX aTak

NHauBugyanbHbIN Nogxoa,

B pamkax cepsurca gOCTYMHbl pasfnyHble
TEMaTVKWM KyPCOB 11 BO3MOXHa pa3paboTka
HOBbIX

SddekTBHOE OOYyUeHne

CoTpyaHUKM MPOXOOAT MHTEPaKTUBHOE
obyyeHme C NpakTUYeCKUM 3akpenneHnem
3HaAHUN

[Noppepxka akcnepToB

OKa3blBaeM TEXHUYECKYIO NOAAEPXKY
N COMPOBOXAEHNE Ha NPOTAXEHUN BCErO
npoLuecca obyyeHus
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3awumTa oT PULLKHra
N WNppPoBanbLINKOB

Y3HaTtb nogpo6bHee O peweHun

KoMmnnekcHasa 3awuTa
C NPOBEPKOU Yrpos
Ha ceTeBOM YPOBHE

PelleHre no3BongdeT 610KMpoBaTh QULLIVHE 1 LUIMPPOBANbLLMKA 00 nonanaHng
Ha KOMMbKOTEPDLI COTPYAHMKOB U MpenoTBpallaThb MomnbITKM PacnpoCTpaHEHNS

B CETWN KOMMaHUW. BCTPOEHHbIE NPOLECCHI OOYYEHNSA COTPYAHUKOB PearnpoBaHunio

Ha OEVNCTBUY KI/I6epI'IpeCTyI'IHI/IKOB OONMONHAKT 3alTHbIE CPpencTBa N CBOOAT

K MUHUMYMY YTrPO3bl 6€30MaCHOCT KOMMaHWMN.

Crtatuctuka no ¢UInHry n wndposanbsLimkKam

76%

0OoN4d atak C NCrioJib30OBaHNEM CI)I/ILLII/IHFa

Pewaemble 3apauu

3awmTa OoT NodbIX TUNOB PULLMHra
N WndppoBanbLUMKOB

KomMnnekcHas saliyta novToBOro kaHana

N NepUMETPa CETW, OONONMHEHHAas NPOBEPKOW
Nogo3pUTENbHbBIX GarinoB B N3ONNPOBAHHOM
cpene, NOMOoraeT NpPeaoTBPaTUTL AENCTBIA
KNoepnpecTynHUKOB

Ob6y4yeHune coTpygHUKOB MeTOaaMm
BbISIBIIEHMS1 U pearnpoBaHusa Ha GULLINHT

PerynsapHoe noBbllleHe OCBEAOMNIEHHOCTU
M TPEHWUHI M NO3BONSOT COTPYAHMKAM
KOMMaHUM pacno3HaBaTb GULLNHT,

HE NepexodnTb NO NOAO3PUTENBHbIM
CCbIfikam U He 3arpyxatb BpegoHocHoe 10

KnioyeBble npenMyLuecTea

JkcnepTunsa «Poctenekom-Conap»

Hawwm cneymanncTbl NOMHOCTbIO
AKCNNyaTUPYIOT PELLIEHME MO 3alunTe

OT PULLIMHIa 1 WNGPOBanbLLMKOB, BKOYAs
HACTPOWKY MOMUTUK N Pa3paboTKy MpaBns

ONOKU POBaHNA HOBbIX MaCCOBbIX

N TapreTnpoBaHHbIX aTak

PerynuposaHne o6bema 3aluThbI

B pamkax pelieHna BO3MOXHO BblOpaTh
HEOOXOOMMbIV YPOBEHb 3aLUTH

B 3aBUCUMOCTU OT BU3HEC-TPEObOBaHUN
opraHn3aLmm

Kaxable 11 CeKyHA

KOMMaHWM 3apaxatoT LWnppoBanbLLKamMu

MHD,MBMD,yaJ'IbHaﬂ agantauund noinTuk,
cncTtem M npoueccos 3allnTbl

CpencTBa 3alyTbl HACTPaMBaKOTC

C Y4ETOM OCOBEHHOCTEN NHPPACTPYKTYPb
OpraHn3aLmmn, CyLLECTBYIOLLMX MPOLECCOB
N CLEHapMEB pearnpoBaHus

CHMXeHune 3aTtpart Ha NOCTPOEHMNE
N 3KCnyaTauuio CUCTEMbI 3alUUTbI

CoOBOKYMHag CTOMMOCTb BNnaoeHus
KOMMMEKCHbBIM PELLIEHNEM HIXE,

4eM Mpu TPaauLMOHHOW UHTErpaLmm
060opyaoBaHUA 1 NOCHEeayoLLEN
TEXHNYECKOW Nopgaepxke

EonHasa Touka gocTtyna

[ng koHTpons paboTbl peleHns OOCTYMHbI
BUOXETbI N OTYETbI, MO3BONFAIOLLME MONYYNTH
aKTyarnbHble OaHHble B Ntoboe ynobHoe
BpEMS

KpyrnocyTtouyHasa TexHudeckas nognepxka

BblgeneHHble NHUM TEXHUYECKOWN
NOOOEPXKM 1 OEXYPHasd CMeHa aKCNnepTOB
MOMOTaloT PEeLlaTb BOMPOChI MOMb30BaTENEN
B pexume 24/7
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3awmTa
OHNanH-PECYPCOB

Y3Hatb nogpobHee O peleHnm

becnepebonHaa pOCTYNHOCTL
N 3alMTa OHTaH-PEeCcypPCoB
KOMMNaHUK

PeweHne gng 3awmTbl OHNaMHa — 3TO KOMIMIeKCHas
MHOrOCTyneH4aTas 3alimTa Beb-pecypCoOB KOMMaHUM

OT B3nomMoB 1 DDoS-arak, koTopas rapaHTupyeTt 6€30MnacHOCTb
n 6becnepebonHyo OOCTYNHOCTb PECYPCOB KITMEHTAM.

PelleHne npepocTtaBngaeTca no NOAnMCcKe 1 He TpebyeT KanuTanbHbIX

3aTpaT Ha 3aKyrnKy, BHEOPEHNE 1 aKCnnyaTauumio 000PYaOBaHNS,

a TaKkxe cogepxaHue wrtata /Ib-cneumanncTtos.

CraTnctuka no yrposam g OHanH-pPeCcCypPCoB

77%

KPpUTUYECKnX KnéepunHumaoeHtos B 1 kBapTane 2022 I. 6bI/10 CBS3aHO C arakamu

Ha OHNaMH-PEeCYPChbl POCCUNCKKX OpraHn3aLnn

Pewaemble 3apauu

ObecneyeHne gOCTYNHOCTU BCEX
OHJTaNH-CEPBUCOB U NMPUITOXEHUN

PelleHmne no3BongeT nsbexartb
HeOOCTYMNHOCTU BEO-PECYPCOB

N NPUNOXEHUIW, MOCKOSbKY aHanma
Tpaduka 1 pearnmpoBaHne
OCYLLIECTBNATCHA KPYrNOCYTOUYHO

3awmTta MHPPACTPYKTYpbl N obecnevyeHme
HEMPEPbLIBHOCTUN BU3HEC-NPOLLECCOB

B cnyyae ataku Ha kaHan mnm
NT-MHOpaCTpyKTYypy peleHne nponsBoanT
OUNCTKY BeO-Tpaduka, Npu 3TOM
NernTUMHblE 3anpPOoChbl MOMb30BaTeNe
MNPOMNyCcKakTCs, TEM CaMblM 0becneymBaeTcs
HENPEPbIBHOCTb PabourX NPOLIECCOB

KnioyeBble npenmMyLiecTea

KomnnekcHbIn nogxop[, K peLueHunto
aKTyaJlbHOW 3agayu

[ns 3almMTbl OHNarH-CEPBNCOB

M NPUNOXEHUN 1 ObecneYeHns

MX KPYTNOCYTOYHOW OOCTYMHOCTH
NErUTUMHbBIM NOMb30BATENAM AOCTATOUYHO
NOOKMOYMUTb OOMH NPOOYKT, KOTOPbLIV
NO3BONUT PeanM3oBaTb OaHHYO 3agady

Kcnnyatauus pewweHns Ha CTOPOoHe
aKCNepToB

Cneumnannctbl «Poctenekom-Conap»
MNOMHOCTbLIO AKCMyaTUPYIOT peLleHne ans
3alLNTbl OHMarHa, BKtoYag ero agantaumio
Nof crneumnpmnyeckme Beb-pecypchl
KOMMaHWK, HAaCTPOWKY NpaBui 3aLluTbl,
CBOEBPEMEHHOE OOHOBMEHNE MOMUTUK

3awuTa Beb-pecypcoB KOMMaHMN
ot Ba3nomoB n DDoS-atak

Bo Bpema cnoxHbix DDoS-artak

Ha Beb-pecypcC UMK NonbITKax B3NomMa
cpabaTblBaET MEXCETEBOW 3KPaH YPOBHS
NPUNOXEHUW, KOTOPbIN NPOMYyCKaeT Yepes
cebq BeCb Tpaduk, a Npv OOHapPYyXeHU
BPEOOHOCHbIX 3aNpOCOB GUNBTPYET Ero

CHuXeHne 3aTtpaTt Ha NOCTpPoOeHne
N 3KCNayaTaumio CUCTEMbI 3aLUUTDI

CoBOKYyMNHag CTOMMOCTb BNaaeHus
KOMMMEKCHbIM PELLIEHNEM HIXE,

4yeM NMpu TPaanLMOHHOW UHTErpaLmm
000opPYyOOBaHMS 1 NOCNEnyOLLEN
TEXHNYECKOW NogaepXke

3awmTa Be6-pecypCcoB U NPUNOXEHNI
Ha BCEX YPOBHAX

PelleHne salyaeT kaHanbl

n N T-nHPpacTpykTypy, rae pacrnonoxXeHsb
OHNavH-pecypchl, 0T DDoS-aTtak ypoBHeW
L3/L4 v L7

prl'ﬂ OCYyTO4YHadA TEXHUYECKad nogaep>XkKa

BblaeneHHble NUHNK TEXHUYECKOW NOAAEPXKM
N OeXypHas CMEHa dKCNePTOB MOMOTatoT
pPeLLaTb BONPOChI NONb30BaTeENEN
KPYrNOCYTOYHO B pexume 24/7
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[lpenmyulecTBa

CepBUCHOU MOopenun

D

JOCTYyrnHOCTb

KpyrnocyTouHbIN MOHUTOPWHT 1 3alLmTa

BO BCEX YaCOBbIX NoOsicax 6e3 orpaHnyeHunm
24X/

O ..........

(@ JERXXILS

(@ QKIS
HapeXxHocTb

becnepebonHas paboTa BCeEX CEPBUCOB
3a CYUET PEe3epBNPOBaHNA JaHHbIX
n oTkasoyctonymsocTu O

[MékocTb

bbiCTpOE nookyYeHne CEPBUCOB
C OMNaToOn 3a NMOHATHbIN Pe3ynbTar,
MacCLUTabVPyeMOCTb Ha BCE OPUCh

g

OKoHOMUA

OTCyTCTBME pacxogoB Ha 0bopynoBaHMe
1 NepCcoHan, NepeBon KanuTanbHbIX
3OepPXeK B ONepaLmOHHbIe

00000
lind!

DKCNEepPTHOCTb

aKkcnnyarauya 1 nogaepxka cepBnUCcOB
aKCnepTamMn C Yy4eTOM aKTyanbHOro
naHgwagpTa 1 NpoduUng KMbepyrpoa

|
.

Til

KomnnaeHc

JTnueHsnm OCTIK Poccumn, ©Cb Poccun,
B3ammopemncTame ¢ [ocCOIlKA,
CEPTUOULNPOBAHHbBIE PeLLEHUs

[lopgKNIo4YnNTb 3aWnTy NPOCTO

—{ 2

Hawwu cneunanncTol
CB$13blBAlOTCA C BAMU AN
obcyXxaeHus getanen

>—I 3

Bbl ocTaBnseTe 3asaBKy Bbl nonyyaete sawuty,

aganTnpoBaHHYIO nNoa
Ballun 3agavu

[lonyunTte 6ecnnaTtHyio
3KCNEPTHYIO KOHCYbTaUUIo

I ]

mss.rt-solar.ru solar@rt-solar.ru

8 (800) 302-85-35 rt.ru

g PocTtenekom
Conap

8 (800) 302-31-10 rt-solar.ru
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